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#1 Tip
When shopping online, look for the lock
icon. This means that the website is secure.
Secure websites will start with “https,”
not just “http.” If you don’t see the padlock
icon right next to the web address in your
browser, it’s best to avoid making purchases
on that website.

Holiday Fun Facts
Almost 65% of online retailers plan
to increase levels of network
monitoring and related security
measures during the holiday season.
Many shoppers like the convenience
of shopping from their mobile
phones. This increase in mobile
online shopping also creates an
opportunity for cyber criminals to
exploit. The latest McAfee Mobile
Threat Report revealed a huge
increase in device backdoors, fake
apps, and banking trojans.
According to Adobe Analytics’
annual calculations, online
shoppers are estimated to spend
$143.7 billion in November and
December. A 14% increase
compared to last year’s holiday
shopping period.

SecureFlow Plans
as low as $4/acct per month

The holiday season is one of the biggest shopping times of the
year! Whether you are looking for great deals on supplies and
products for your small business or hoping to save some money
on gifts for friends and family; it’s important to stay vigilant to
avoid being scammed.
Cyber attacks are a continual problem for businesses, employees
and consumers. These attacks are typically designed to access
and/or destroy personal data or extort money. 43% of cyber attacks
target small businesses. This means you must stay informed and
invest in effective cyber security. But don’t worry, we’ve got you
covered with some important information to help keep you
informed and protect yourself and your business.

Balancelogic® is a leading back-office
support and services company providing:
IT Support & Managed Services
Avaya Phone Systems
Strategic Marketing Services
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The Naughty List

Common types of Cybersecurity Threats

1. SECURE PASSWORDS

Social Engineering

Use secure passwords and don’t share them with
anyone. Avoid using common words, phrases, or
personal information and update regularly.

Malware

Keep your operating system, browser, anti-virus,
and other essential software up-to-date.

The process of psychologically manipulating people into performing
actions or giving away information.
Software that is specifically designed to gain access or damage a
computer without the knowledge of the owner.

Phishing

The practice of sending fraudulent communications that appear to
come from a reputable source. The most common form is through
email. The goal is to steal sensitive data like credit card and login
information or to install malware on the victim’s machine.

Denial-of-Service Attack

This attack floods systems, servers, or networks with too much
traffic to exhaust resources and bandwidth. As a result, the system
is unable to fulfill legitimate requests.

2. UPDATE SOFTWARE

3. VERIFY AUTHENTICITY

Verify the authenticity of requests from
companies or individuals by contacting them
directly. If you are asked to provide personal
information via email, you can contact the
company directly to verify this request.

4. WEBSITE URL’S

Pay close attention to website URLs. Malicious
websites sometimes use a variation in common
spelling or a different domain (for example:
.com instead of .net) to mislead unsuspecting
computer users.

5. SUSPICIOUS LINKS/REQUESTS

Man-in-the-Middle Attack
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Man-in-the-middle (MitM) attacks, also known as eavesdropping
attacks, occur when attackers insert themselves into a two-party
transaction. Once the attackers interrupt the traffic, they can filter
and steal data.

Be suspicious of unknown links or requests sent
through email or text message. Do not click on
unknown links or answer strange questions sent
to your mobile device, no matter who the sender
appears to be.

Two common points of entry for MitM attacks:
1. On unsecure public Wi-Fi, attackers can insert themselves		
between a visitor’s device and the network. Without knowing,
the visitor passes all information through the attacker.
2. Once malware has breached a device, an attacker can install
software to process all the victim’s information.

Graphic Design Services
Web Design Services

Is your IT Network and Infrastructure safe from Grinches? Are you not sure and want to see how secure you really are?
Contact Balancelogic today at (301) 396-8455 or sales@balancelogic.com and get...

25% OFF A VULNERABILITY ASSESSMENT

Small Business Consulting
to the small business community.
Our focus is to provide our clients with
services that result in cost savings and
business operational efficiency.

The Answer for Small Business!™

This offer ends December 31st, 2019. Must be a new client to use this discount.

Main Office

50 Post Office Road, Suite 302 . Waldorf, Maryland 20602

Balancelogic’s Veterans Training Center

38588 Brett Way #1 . Mechanicsville, Maryland 20659

